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AGENDA
COMMISSIONERS’ MEETING
TUESDAY, NOVEMBER 24, 2009
AT 1:30 P.M.

1. Meeting of the Board of Canvassers in the City of New York to certify the results of
the November 3, 2009 General Election

2. Minutes
a) 10/06/09
b) 10/06/09 Finance Committee
c) 11/17/09
d) 11/17/09 Finance Committee

3. Marcus Cederqvist
a) HAVA Update

4. John Ward
a) Vacancy Report

For Your Information

e HAVA Weekly Status Report, Week Ending November 19, 2009

e State Board Letter addressed to Mr. Tom Weiss dated November 12, 2009

e City Board Letters addressed to various Commissioners of New York State Counties
dated November 17, 2009

News Items of Interest

Daily News: Want change? Vote

Newsday: Long, slow ballot count begins in Nassau
Newsday: Officials stepping up recount effort
Newsday: Paper ballot count continues



Newsday: Military votes get the OK

Newsday: GOP recount lead holds

The Chief-Leader: Senate Elect Panel Chair: New Vote Machines Near
Newsday: Counters growing weary in Nassau

Newsday: Mangano leads Suozzi by 353 votes

Goveming.com: Democracy on the Cheap

Cryptographic voting debuts

Gouvemneurtimes.com: VIRUS in the VOTING MACHINES: Tainted Results in
NY-23

Gouverneurtimes.com: Voting Machines Used Were Not Certified
Gouverneurtimes.com: FACT CHECK: Gouverneur Times vs. NYS Board of
Elections

Gouverneurtimes.com: Statement from the NYS Board of Elections

City Room: For Judges Standing By, a Quiet Election Day



_ State of New York
STATE BOARD OF ELECTIONS

James A. Walsh 40 STEUBEN STREET ) Todd D. Valentine
Chair ALBANY, N.Y. 12207 Executive Director
Douglas A. Kellner Phone: 518/474-6367 Fax: 518/486-4546 Robert A. Brehm
Chair website: www.elections.state.ny.us Executive Director
Gregory P. Peterson . ) Kimberly A. Galvin
Commissioner Special Counsel
Evelyn J. Aquila . Paul M. Collins
Commissioner Deputy Counsel

November 20, 2009 .

Honorable Gary L. Sharpe

United States District Court

for the Northern District of New York
James T. Foley U.S. Courthouse

445 Broadway, Room 441

Albany, New York 12207

Re:  United States v. New York State Board of Elections, et al.
Civil Action No. 06-CV-0263 (GLS)

Dear Judge Sharpe,

" We enclose herewith Status Report of the Defendant New York State Board of Elections
for the week ending November 19, 2009.

Respectfully submitted,
s/

Kimberly A. Galvin (505011)
Special Counsel

s/
Paul M. Collins (101384)
Deputy Special Counsel




NEW YORK STATE BOARD OF ELECTIONS

HAVA COMPLIANCE UPDATE
Activities & Progress for the Week of 11/13/09-11/19/09

Following is a detailed report concerning the previous week’s progress in
implementing the terms of the Court’s Orders.

PLAN A

Overall Compliance Status Summary

Overall, activities and progress toward HAVA compliance are on schedule with the
revised timeline. ‘

Contracting with Voting System Vendors

Status of tasks in this category: on schedule

o OSC advised ES&S of what was needed to be added to their regular
add requests. ES&S is planning to withdraw one request and submit
two new requests.

Testing, Certification, and Selection of Voting Systems & Devices

Status of tasks in this catégory: on schedule
o Overall progress of testing :

e NYSTEC has resumed the process of documenting the
requirements for an Asset Management System.

e NYSTEC & SBOE had a meeting to set the schedule for the final
steps required so that at the December 15™ Board Meeting the
Board has all the information it needs to make a vote on
certification.

e SysTest has delivered it final test report and testing documents to
SBOE and same are being reviewed by SBOE staff.

- NYSTEC is working towards finalizing its report on the voting
system certification testing based upon the SysTest final reports.

Page 10f2



NEW YORK STATE BOARD OF ELECTIONS

e CEMAC has been notified by SBOE of the date of the meeting at
which the SysTest testing documents and NYSTEC analysis will be
reviewed.

Delivery and Implementation of Voting Systems & Devices

Status of tasks in this category: on schedule

o Dominion is continuing Acceptance Testing on the
balance of machines.

HAVA COMPLAINT PROCESS

NYC HAVA Complaint

NYCBOE responded to the SBOE inquiry. SBOE is formulating a strategy to move
forward and has advised the Department of Justice of the City Board’s response and
will continue discussing this matter with the DOJ in weekly status calls.

Page 2 of 2
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DAT November 24, 2009
TO: Commissioners
FROM: John Ward
Finance Officer.
RE: Vacancies
1 Assistant General Counsel
2 Valerie Marshall Adm. Asst. N.Y. Dem.
3 Robert Helenius VMT Bklyn Rep .
4 Lisa Sattie Adm. Asst. S.l. Dem.
5 Angela Petit Clerk. Bklyn Rep.

THE CITY OF NEW YORK
EXECUTIVE OFFICE, 32 BROADWAY
NEW YORK, NY 10004-1609
(212) 487-5300

$39,440
$27,818
$39,440
$27,111

MARCUS CEDERQVIST
EXECUTIVE DIRECTOR

GEORGE GONZALEZ
DEPUTY EXECUTIVE DIRECTOR

PAMELA GREEN PERKINS
ADMINISTRATIVE MANAGER

JOHN J. WARD
FINANCE OFFICER

Inc. New.

$75,000

$37,562
$26.493
$37,562
$25,820
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Douglas A. Kellner

James A. Walsh

Co-Chair Co-Chair
STATE BOARD OF ELECTIONS )
Gregory P. Peterson Evelyn J. Agulla
Commissioner 40 STEUBEN STREET Commissioner
) ALBANY, N.Y. 12207-2108 .
William J. McCann, Jr. Phone: 518/474-2063 Elizabeth C. Hogan
Special Deputy Counsel www.elections.state.ny.us Enforcement Counsel

November 12, 2009

Tom Weiss
59 Canal Street
Staten island, NY 10304

RE: CMP08-96
Dear Mr. Weiss:
The Board has reviewed your complaint concerning write-in voting in the City of New York.

We appreciate your taking the time to inform us as to your experiences, as well as your dis-satisfaction
with the write-in voting process employed by the Board of Elections in the City of New York
(NYCBOE).

We were copied on a response sent to you on November 3, 2008, by Steven H. Richman, General
Counsel at NYCBOE, addressing your concerns regarding write-in voting in the City of New York.
Mr. Richman stated:

“Please be advised that the instructions for casting a write-in vote appears on the instruction
card inside the lever voting machine. The ballot marking device provides instructions if you
wish to cast a write-in vote. These instructions appear in the poll worker manual that each poll
worker receives. The (NYCBOE) has complied with all the requirements of the Election Law
with respect to providing instructions on how to cast write in votes. If you examine any
certified return of canvass of this Board, you will see that each and every write-in vote i(s) (sic)
canvassed and reported.”

The State Board of Elections, and the local boards of elections, take the concerns of voters quite
seriously. We are confident that the NYCBOE has given all due consideration to your concerns, and
consider the matter closed.

Thank you, again, for informing us of your concerns.

Sincerely,
NEW YORK STATE

BOARD OF ELESTIONS

By: William J. McCann, Jr. . -
Special Deputy Counsel ‘9 Nd 91 AON6BZ -

CC: Steven H. Richman, General Counsel, NYCBOE \/ Wﬁé rﬁ'}ﬁgﬁ% 3\ 113 IHL M
i1J413 40 °C8
WJIM/dh 'HSH&']OJ TYUINIY

JAIR03Y
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November 17, 2009

Elizabeth W. Cree, Commissioner
Stephen M. DeWitt, Commissioner
Tompkins County Board of Elections
128 East Buffalo Street

lthaca, New York 14850

Dear Commissioner Cree and Commissioner DeWitt:

As you are aware, the Board of Elections in the City of New York (BOE in NYC) requested that
you permit staff from our consulting firm to visit and observe the voting process in your county
for the General Election on November 3, 2009. This opportunity to observe and gather
information concerning your pilot program has provided us with insights and lessons learned
that will.assist us as we prepare for the New York City 2010 implementation of the new voting
system.

We would particularly like to recognize site managers Neil Snyder and John Wishart for their
time and cooperation, as they were particularly helpful during our consultants’ poll site
observations.

Our sincere thanks and gratitude for your and your staff’s time and effort in granting our request.
It is particularly gratifying when Boards of Elections from different counties can work together for
the common good of the voters.

Please feel free to contact us at (212) 487-5403 if you have any questions or if we can be of any
assistance.

Sincerely,

Marcus Cedgrqvist
Executive Ditector




CC:

Hon.
Hon.
Hon.
Hon.
Hon.
Hon.
Hon.
Hon.
Hon.
Hon.

Frederic M. Umane, President

Julie Dent, Secretary

Jose Miguel Araujo, Commissioner

Juan Carlos “J.C.” Polanco, Commissioner
James J. Sampel, Commissioner

Nancy Mottola—Schacher, Commissioner
Naomi C. Silie, Commissioner

J.P. Sipp, Commissioner

Gregory C. Soumas, Commissioner

Judith D. Stupp, Commissioner

Pamela Perkins, Administrative Manager
Steven H. Richman, General Counsel
Lucille Grimaldi, EVS Manager

Steve Monahan, Gartner, Inc.

Michael Kinara, Gartner, Inc.
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November 17, 2009

Matthew J. Clyne, Commissioner
John A. Graziano, Commissioner
Albany County Board of Elections
32 North Russell Road

Albany, NY 12206

Dear Commissioner Clyne and Commissioner Graziano:

As you are aware, the Board of Elections in the City of New York (BOE in NYC) requested that
you permit staff from our consulting firm to visit and observe the voting process in your county
for the General Election on November 3, 2009. This opportunity to observe and gather
information concerning your pilot program has provided us with insights and lessons learned
that will assist us as we prepare for the New York City 2010 implementation of the new voting
system.

In your county, we would particularly like to recognize Debora E. Banks, llene Cronin, and
William J. Murphy from your office for their generous time and cooperation. Additionally, all the
poll workers at Our Lady of Mercy Church were particularly helpful during our consultants’ poll
site observations.

Our sincere thanks and gratitude for your and your staff’s time and effort in granting our request.
It is particularly gratifying when Boards of Elections from different counties can work together for
the common good of the voters.

Please feel free to contact us at (212) 487-5403 if you have any questions or if we can be of any
assistance.

Sincerely,

Marcus Cederqyjst

Executive Direcyor eputy Executive Director
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Hon.
Hon.
Hon.
Hon.
Hon.
Hon.
Hon.
Hon.
Hon.
Hon.

Frederic M. Umane, President

Julie Dent, Secretary

Jose Miguel Araujo, Commissioner

Juan Carlos “J.C.” Polanco, Commissioner
James J. Sampel, Commissioner

Nancy Mottola—Schacher, Commissioner
Naomi C. Silie, Commissioner

J.P. Sipp, Commissioner

Gregory C. Soumas, Commissioner

Judith D. Stupp, Commissioner

Pamela Perkins, Administrative Manager
Steven H. Richman, General Counsel
Lucille Grimaldi, EVS Manager

Steve Monahan, Gartner, Inc.

Michael Kinara, Gartner, Inc.

11



FREDERIC M. UMANE MARCUS CEDERQVIST

PRESIDENT EXECUTIVE DIRECTOR

JULIE DENT GEORGE GONZALEZ
SECRETARY DEPUTY EXECUTIVE DIRECTOR
JOSE MIGUEL ARAUJO PAMELA GREEN PERKINS

“J.C." POLAN
JUAN Sﬁalé%%égMPEL CcO BOARD OF ELECTIONS ADMINISTRATIVE MANAGER
IN

NANCY MOTTOLA-SCHACHER

NAOMI C. SILIE THE CITY OF NEW YORK
J.P. SIPP EXECUTIVE OFFICE, 32 BROADWAY
GREGORY C. SOUMAS NEW YORK, NY 10004-1609
JUDITH D. STUPP (212) 487-5300
COMMISSIONERS FAX (212) 487-5349

www.vote.nyc.ny.us

November 17, 2009

Ralph M. Mohr, Commissioner

Dennis E. Ward, Commissioner
Erie County Board of Elections

134 West Eagle Street

Buffalo, NY 14202

Dear Commissioner Mohr and Commissioner Ward:

As you are aware, the Board of Elections in the City of New York (BOE in NYC) requested that
you permit staff from our consulting firm to visit and observe the voting process in your county
for the General Election on November 3, 2009. This opportunity to observe and gather
information concerning your pilot program has provided us with insights and lessons learned
that will assist us as we prepare for the New York City 2010 implementation of the new voting
system.

Our sincere thanks and gratitude for your and your staff’s time and effort in granting our request.
It is particularly gratifying when Boards of Elections from different counties can work together for
the common good of the voters.

Please feel free to contact us at (212) 487-5403 if you have any questions or if we can be of any
assistance.

Sincegely,
Marcus Cedergvist eorge
Executive Director eputy Exegcutive Director

cc: Hon. Frederic M. Umane, President
Hon. Julie Dent, Secretary
Hon. Jose Miguel Araujo, Commissioner

12



Hon. Juan Carlos “J.C.” Polanco, Commissioner
Hon. James J. Sampel, Commissioner

Hon. Nancy Mottola—Schacher, Commissioner
Hon. Naomi C. Silie, Commissioner

Hon. J.P. Sipp, Commissioner

Hon. Gregory C. Soumas, Commissioner
Hon. Judith D. Stupp, Commissioner

Pamela Perkins, Administrative Manager
Steven H. Richman, General Counsel

Lucille Grimaldi, EVS Manager

Steve Monahan, Gartner, Inc.

Michael Kinara, Gartner, Inc.
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November 17, 2009

Robert J. Bennett, Commissioner

Anthony G. Scannapieco, JR, Commissioner
Putnam County Board of Elections

1 Geneva Road

Brewster, NY 10509

Dear Commissioner Bennett and Commissioner Scannapieco:

As you are aware, the Board of Elections in the City of New York (BOE in NYC) requested that
you permit staff from our consulting firm to visit and observe the voting process in your county
for the General Election on November 3, 2009. This opportunity to observe and gather
information concerning your pilot program has provided us with insights and lessons learned
that will assist us as we prepare for the New York City 2010 implementation of the new voting
system.

In your county, we would particularly like to recognize all the poll workers at Cold Spring United
Methodist Church for their time and cooperation, as they were particularly helpful during our
consultants’ poll site observations.

Our sincere thanks and gratitude for your and your staff’s time and effort in granting our request.
It is particularly gratifying when Boards of Elections from different counties can work together for
the common good of the voters.

Please feel free to contact us at (212) 487-5403 if you have any questions or if we can be of any
assistance.

Sinceraly,

Marcus Cederqyjst
Executive Director eputy Executive Director
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Hon.
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Frederic M. Umane, President

Julie Dent, Secretary

Jose Miguel Araujo, Commissioner

Juan Carlos “J.C.” Polanco, Commissioner
James J. Sampel, Commissioner

Nancy Mottola—Schacher, Commissioner
Naomi C. Silie, Commissioner

J.P. Sipp, Commissioner

Gregory C. Soumas, Commissioner
Judith D. Stupp, Commissioner

Pamela Perkins, Administrative Manager
Steven H. Richman, General Counsel
Lucille Grimaldi, EVS Manager

Steve Monahan, Gartner, Inc.

Michael Kinara, Gartner, Inc.
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THE CITY OF NEW YORK
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November 17, 2009

Dear Commissioner Bahren and Commissioner Green:

MARCUS CEDERQVIST
EXECUTIVE DIRECTOR

GEORGE GONZALEZ
DEPUTY EXECUTIVE DIRECTOR

PAMELA GREEN PERKINS
ADMINISTRATIVE MANAGER

As you are aware, the Board of Elections in the City of New York (BOE in NYC) requested that
you permit staff from our consulting firm to visit and observe the voting process in your county
for the General Election on November 3, 2009. This opportunity to observe and gather
information concerning your pilot program has provided us with insights and lessons learned
that will assist us as we prepare for the New York City 2010 implementation of the new voting

system.

Our sincere thanks and gratitude for your and your staff’s time and effort in granting our request.
It is particularly gratifying when Boards of Elections from different counties can work together for

the common good of the voters.

Please feel free to contact us at (212) 487-5403 if you have any questions or if we can be of any

assistance.

Sincergly,

Marcus Cederqgyist
Executive Diregtor

cc: Hon. Frederic M. Umane, President

Hon. Julie Dent, Secretary

z

eputy Executive Director
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Steve Monahan, Gartner, Inc.
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November 17, 2009

Scott P. Kiedrowski, Commissioner
Nancy L. Smith, Commissioner
Niagara County Board of Elections
111 Main Street, Suite 100
Lockport, NY 14094

Dear Commissioner Kiedrowski and Commissioner Smith:

As you are aware, the Board of Elections in the City of New York (BOE in NYC) requested that
you permit staff from our consulting firm to visit and observe the voting process in your county
for the General Election on November 3, 2009. This opportunity to observe and gather
information concerning your pilot program has provided us with insights and lessons learned
that will assist us as we prepare for the New York City 2010 implementation of the new voting
system.

Our sincere thanks and gratitude for your and your staff’s time and effort in granting our request.
It is particularly gratifying when Boards of Elections from different counties can work together for
the common good of the voters.

Please feel free to contact us at (212) 487-5403 if you have any questions or if we can be of any
assistance.

Sincerely,

Marcus Cederqyist \‘%&&é\e% lez Rf
Executive Director eputy Executive Director

cc: Hon. Frederic M. Umane, President
Hon. Julie Dent, Secretary
Hon. Jose Miguel Araujo, Commissioner
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November 17, 2009

Thomas H. Brown, Commissioner
Robert C. Howe, Commissioner
Cortland County Board of Elections
County Office building

60 Central Avenue, Room 102
Cortland, NY 13045-2746

Dear Commissioner Brown and Commissioner Howe:

As you are aware, the Board of Elections in the City of New York (BOE in NYC) requested that
you permit staff from our consulting firm to visit and observe the voting process in your county
for the General Election on November 3, 2009. This opportunity to observe and gather
information concerning your pilot program has provided us with insights and lessons learned
that will assist us as we prepare for the New York City 2010 implementation of the new voting
system.

Our sincere thanks and gratitude for your and your staff’s time and effort in granting our request.
It is particularly gratifying when Boards of Elections from different counties can work together for
the common good of the voters.

Please feel free to contact us at (212) 487-5403 if you have any questions or if we can be of any
assistance.

Sincerely,

n

Marcus Cederqyist
Executive Direcfor

cC: Hon. Frederic M. Umane, President
Hon. Julie Dent, Secretary



Hon. Jose Miguel Araujo, Commissioner

Hon. Juan Carlos “J.C.” Polanco, Commissioner
Hon. James J. Sampel, Commissioner

Hon. Nancy Mottola—Schacher, Commissioner
Hon. Naomi C. Silie, Commissioner

Hon. J.P. Sipp, Commissioner

Hon. Gregory C. Soumas, Commissioner
Hon. Judith D. Stupp, Commissioner

Pamela Perkins, Administrative Manager
Steven H. Richman, General Counsel

Lucille Grimaldi, EVS Manager

Steve Monahan, Gartner, Inc.

Michael Kinara, Gartner, Inc.
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william.murphy@newsday.com

~ The Nassau County Board of

Elections stepped up its efforts
yesterday to finish counting
the 8,000 paper ballots that will
- decide the race for county exec-
. utive, county comptroller and a
handful of other races.

The board had. started the
count on Monday morning
with five teams at five tables,
added one team and table Mon-
~ day afternoon and added two
~ more teams and tables at mid-

tion commissioner, said yester-

day after workers counted only -

536 absentee votes on Monday.
The counting began shortly

(o
Al

NEWSDAY, WEDNESDAY, NOVEMBER 18, 2009

after 9:30 am. yesterday a and &

ty at abnut 1115 am. w
team at Table N
an irregularity. ,

They had agreed to open a
ballot that looked proper, but
~ found an extra sheet of paper
~ enclosed. The Democratic
boxes on the ballot were
checked for every race, but the
extraneous piece of paper was
a note, in )
ing, saying the voter ‘had meant
to vote straxght Republican.

. John Ryan, counsel to the Re-
. publican elections commission-
- er, and Thomas Garry, counsel
| tothe Democratic elections com-
. missioner, came to the table and
| agreed the ballot and the note
- should be put aside for consider-
ation by Justice Edward McCar-
thy, the state Supreme C(;El’t

some sort of yellow stain or
markings. Lawyers advised
them to put it in the pile to be
considered by the judge.
Throughout the morning,
election workers on one side of
the table at board headquarters

in Mineola and lawyers for the

- political parties on the other

into ba of manila ab-
sentee ballots that had’ been
placed on seven gray tables
minutes earlier.

The ballots had remained
under seal in the counting
room overnight, and a uni-
formed Nassau County police
officer sat outside the room
throughout the night.

Board officials finished
counting ballats from the 12th

rly after-
s the

E
puhﬁcms and three De

 are locked in a txght race for

‘ ﬁm-

tive race, mcumbem Demo-

crat Thomas Suozzi lagged be-

hind Republican challenger

Edward Mgugano by 553
- u 4

. Con-

Hansen has

_In the county comptroller
race, incumbent Democrat
Howard Weitzman has 115,538,
while Republican challenger
George Maragos has 116,473.
Maragos leads by 935.

In the 14th County Legisla-
tive District, Republican chal-
lenger Joseph Belesi has 7,305
votes, while Democratic in-

741 Belesi ]
gg&?g*fv(} ‘}f(g 7

kN

from behmd the ble,
 might be a New York City

resident.” Without any com-
ment the attorneys passed the
envelope along to a worker
who put in on a pile of chal-
lenged hallots to b 2 consid-

ture the =

table began to cougr

raised her arm to shleid her

co-workers from the cough.

“Swine flu," another worker

said. The swine ﬁu joke was a
i 1 .
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Senate Elect

: By ARIPAUL
Even while defending the state’s
lever-machine voting booths, State
Senate Elections Committee Chair-
man Joseph P. Addabbo said that cit-
izens should expect to use new elec-
tronic machines in the 2010 elections,

as the state moves to come into com- -

pliance with the Federal Help Ameri-
ca Vote Act (HAVA).
Genator Addabho has held public
hearings regarding the new machines
ghout the state, most recently in
lower Manhattan Nov. 12 to hear from
residents about the pro osed changes.
Many groups that be ieve that the
electronic machines are not reliable
have turned out to defend the state’s
current stock. '

‘Always Skepticism About Change’

v say they work, they sagwe’rg

position financially to affor
achines,” Mr. Addabbo said.
s always skepticism around
machines. Man argue

e high-tech machines can be
i blems

d into and electrical pr
d alter the outcome of the race”
Nhile the Senator insisted that the
current machines do not pose any
accuracy in the
. have raised

with disa :
. that po eatiens;usualt}g
only have one macl r people wi
special needs. ‘ o
“Members within the Boar¢
tions to our poll workers fi
- imple; should
ble to be

' controversy surr

JOSEPH P. ADDABBO: Iron-
ing out the kinks. o
HAVA was signed in 2002 by then-
President Bush in response to the
nding punch-card
voting machines in the 2000 presiden-
tial election in Florida. The law re-
quires each state to submit a plan to
computerize the voting system..
Mr. Addabbo is also sponsoring 1
islation that would do away with i}
o1 re:ip:z;'emem or
blic Advocate and

- .
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Democracy on the Cheap

By John O'Leary | November 04, 2009

For low-cost elections, the future is now.
What if they held an election and nobody came?

That pretty much happened in New York City in September. According to the New York
Times, "fewer than 8 percent of the city's roughly three million enrolled Democrats voted in
an election that cost the city $15 million and the four candidates millions more." In some
polling districts, zero ballots were cast.

Democracy isn't cheap. Holding an election can be costly, and it can seem a waste of
money if almost no one comes. But that is often the case in primary elections, which many
people are unaware are even taking place.

With money short, Minneapolis is taking a different route. In this month's elections, voters
there are choosing a mayor, city council and other municipal officials without a primary
first, using a voting system called ranked choice voting or instant runoff voting.

In races in which there are more than two candidates, voters will mark their ballots in order
of preference. If no candidate gets a majority, the votes of the lowest scoring candidate
will be distributed to the candidate marked second on those ballots, with the process
repeated until a majority is obtained.

How will voters in Minneapolis handle the new complexity? After all, this is a country that
saw confusion over a "butterfly ballot" in the 2000 Presidential Election.

If the San Francisco experience is any guide, probably pretty well. In 2002, voters there
passed a charter amendment making the switch to ranked choice voting. The first time it
was employed was in 2004. After the vote, the Pacific Research Institute, a nonpartisan
think tank, issued a report on the San Francisco experience based on exit polling. The
report found that more than 86 percent of voters felt they understood the RCV approach
fairly well or perfectly well, and preferred RCV to traditional runoffs by 61 percent to 13
percent.

Changing the rules on how votes are counted in an election can change the outcomes,
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maybe in a good way. Advocates point out that ranked choice voting can reduce the
“spoiler" effect.

Consider the 2002 Democratic gubernatorial primary in lllinois. Initially, the race was
between Rod Blagojevich and Paul Vallas, at that time the popular superintendent of
Chicago's public schools. When Roland Burris jumped into the race, the dynamics
changed. Burris, an African-American, ran strong in Chicago neighborhoods expected to
vote for Vallas. In the primary, the final tally was Blagojevich 37 percent, Vallas 34
percent, and Burris 29 percent — which meant Blagojevich was declared the winner. But if
ranked choice voting had been in place, it is likely that most of the Burris voters would
have had Vallas as their second choice, meaning lllinois might never have had a Governor
Blagojevich — or a Senator Burris.

Unfortunately, switching to RCV can be costly and comes with some initial confusion.
Pierce County, Washington, moved to RCV in 2006, and there is some dispute regarding
how much RCV is saving. Higher voter education costs, new equipment and other factors
have put cost savings in question, and the approach may be repealed.

If greater efficiency is the goal, why bother with traditional paper-based, in-person voting
anyway? Does it really make any sense to have an election result depend on people
looking for "hanging chads?" Why not simply use completely digital voting techniques
instead?

Hawaii is way ahead on this front. In May, the city and county of Honolulu used all-digital
polling via Internet and telephone to elect members to 33 neighborhood boards across the
island of Oahu. According to Everyone Counts, the San Diego firm that provided the
technology, this is the first all-digital election held in the United States, as voters had no
access to a paper channel.

The technology was cost-effective, as election costs dropped from $220,000 to roughly
$100,000. But what about turnout?

These neighborhood boards are all-volunteer positions with little formal authority, mostly
providing policy input to other government entities. Turnout has historically been low, with
many races uncontested. This year, turnout was even lower than usual as return rates
dipped below 10 percent. But it was an important step in the learning curve for digital
voting, and election officials expect that future all-digital elections will see turnouts return
to normal.

"It seems intuitive that digital voting will expand in the future," says Bryan Mick, a
spokesman for the Honolulu Neighborhood Commission Office, which oversees the
election of the neighborhood boards. "People transmit millions of dollars over the Internet
every day. They'll get used to voting online as well." Observers believe that this will be a
particularly effective tool for military and overseas voters in the future.

The right to vote is the essence of democratic government. It may be time to reconsider
upgrading how we vote.
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Cryptographic voting debuts 7.

A new system for ensuring accurate election
tallies, which MIT researchers helped to
develop, passed its first real-world test last
Tuesday.

Larry Hardesty, MIT News Office

November 13, 2009

Last week, in Takoma Park, Md., a new cryptographic
voting system that could ensure accurate vote counts
was used for the first time in a real election. MIT’s Ron ‘5‘
Rivest, the Viterbi Professor of Electrical Engineering '
and Computer Science, helped develop the system
and says he’s quite pleased with how the technology
worked. Takoma Park’s city clerk, Jessie Carpenter,
agrees that the trial “went very well.”

To minimize the disruption of existing voting
procedures, the system, called Scantegrity I, was
designed to work with ordinary optical-scan voting
technology. Optical-scan voting — which has become
the dominant technology in the United States since the
2000 presidential election — usually requires the voter
to fill in bubbles printed on a ballot next to candidates’
names. With Scantegrity |l, the voter instead uses a

special pen to expose a code printed inside the bubble |n jast week's municipal election in Takoma Park, Maryland, voters

in invisible ink. Thereafter, the ballot is fed into an voted by exposing three-digit numerical codes printed on their ballots
ordinary optical reader, which simply determines which in invisible ink. By later verifying the codes online, they could help
bubbles have been darkened. minimize the possibility of election fraud.

Photo - Photo: Alex Rivest

Any voter who'd later like to confirm her vote can simply jot down the code that’s in the exposed bubble, along with
the ballot’s serial number, and take that information home. (In the Takoma Park election, voters could record their
codes on cards stacked in the voting booths, which were printed with the names of the contested offices — mayor
and city councilor.) The voter can then look up that serial number on the election commission’s website and confirm
that it's correlated with the code inside the bubble she marked. Although on the website, the code is never
associated with the candidate’s name, Scantegrity ensures that if just 2 percent of voters confirm their codes, it's
statistically almost impossible for vote tampering to go undetected.

The key to the system is that before the election, the election commission prepares a set of tables that, taken
together, link the ballot codes and the candidates’ names; but that link can’t be deduced from any one table by itself.
Then the commission publicly releases a set of digital signatures that cryptographically describe all the entries in the
tables without actually revealing them. That way, the tables can’t be tampered with after the ballots are cast, but
neither do they reveal any information that ballot stuffers could use before the election.

After the election, the election commission releases some of the information contained in the tables — including the -
codes exposed on all the recorded ballots — along with encryption keys that verify its authenticity. The partially
revealed tables conceal enough information to preserve voter anonymity: There’s no way to figure out which ballot
went for which candidate. But they reveal enough information that anyone interested in performing an audit can
ferret out fraud.

SIDEBAR: Detailed explaination of how the system works

Going into the Takoma Park trial, the crucial question was whether 2 percent of voters would bother to write down
their codes and check them online. According to Poorvi Vora, a member of the Scantegrity team at George
Washington University, 1,722 votes were cast and 66 people checked their codes — almost 4 percent.
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Carpenter says that she would have liked that number to be higher. But “that’s not the fault of the Scantegrity
system,” she says. “We needed to have done more education of the voters.”

Another question was whether the decoder pens would hold up over the course of the day. “The smudging issue
was one we were slightly concerned about,” Rivest says. “You know, if you take a highlighter and you run it over
newspaper, it will collect the black ink.” Poll workers, he says, were instructed to check the decoder pens
occasionally to make sure they were in good working order. But “the ink seemed to be lasting fine,” Rivest says, and
“smudging wasn’t much of an issue.”

Carpenter adds that a very small number of voters refused to use the decoder pens, instead pulling out their own ink
pens and filling in the bubbles. But since the Scantegrity system requires no modification to the optical scanners,
that kind of improvised procedural change didn’t affect the final tally.

“| was a little bit afraid that we’d have a lot of invalid ballots,” Carpenter says. “But we didn’'t. We had some, but |
don't think it was high compared to any other ballot-marking system.” Rivest confirms that, according to the
Scantegrity team’s research, the fraction of invalid ballots was consistent with that seen in conventional optical-scan
voting.

“l don’t think the system slowed us down at all,” Carpenter adds. Slightly after 5 p.m., she says, a large wave of
voters hit the polls, and the wait got up to about 15 minutes, she says. But Carpenter believes that the sudden surge
was the result of a story on a local National Public Radio affiliate describing the Scantegrity trial. “I think we got a
little publicity boost that made people come out who might otherwise not have come out,” she says. “We just had
tremendous lines once that story hit, and | can’t believe it was coincidence.”

When Takoma Park decided to use the Scantegrity system, “we certainly took notice of that,” says Matthew
Masterson of the U.S. Election Assistance Commission, which oversees voting technologies and procedures in the
United States. “The National Institute of Standards and Technology, who’s our partner in developing the standards,
just held a conference on end-to-end cryptographic systems [like Scantegrity Il], and we've started the process of
looking at systems like that and how to test them.” Masterson adds that “anytime a jurisdiction takes a look at new
technology like that —the cryptographic end-to end system in this case — that’s a great conversation for voters and
election officials to be having. And in that sense, it’s very positive for democracy.”
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GOUVERNEUR, NY - The computerized voting machines used by
many voters in the 23rd district had a computer virus - tainting the M
results, not just from those machines known to have been infected, but

casting doubt on the accuracy of counts retrieved from any of the (315) 287-4098
machines. .
Open 7 Days A Week!
Cathleen Rogers, the Democratic Elections Commissioner in Hamilton . *
County stated that they discovered a problem with their voting MQM M
i Hospice machines the week prior to the election and that the "virus" was fixed 203 W Main S c NY

! by a Technical Support representative from Dominion, the
manufacturer. The Dominion/Sequoia Voting Systems representative
"reprogrammed" their machines in time for them to use in the Nov. 3rd
Special Election. None of the machines (from the same manufacturer)
used in the other counties within the 23rd district were looked at nor
were they recertified after the "reprogramming" that occurred in
Hamilton County.

Republican Commissioner Judith Peck refused to speculate on whether
the code that governs the counts could have been tampered with. She
indicated that "as far as I know, the machine in question was not
functioning properly and was repaired" by the technician.

Commissioners in other counties have stated that they were not made
aware of the virus issue in Hamilton County. In Jefferson County,
inspectors from four districts claim that "human error" resulted in their
"mistakenly” entering 0 votes for Hoffman in several districts, resulting
in Owens leading Jefferson County on election night though the
recanvas of the computer counts now show that Hoffman is leading.
Jefferson County has not conducted a manual paper ballot recount.

In St. Lawrence County,
machines in Louisville,
Waddington, Claire, and
Rossie "broke" early in
the voting process on
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election day. Republican Commissioner Deborah Pahler said that the
machines kept "freezing up... like Windows does all the time," and that
they experienced several paper jams as well. The voted ballots that
could not be scanned were placed in an Emergency Lock Box and re-
scanned later at the St. Lawrence County Board of Elections. Election
officials in St. Lawrence County were given no advance knowledge of a
potential virus in the system.

At least one County official thus far has raised concern that it's possible
that ALL of the machines used in the NY-23 election had the 'virus' but
only a few malfunctioned as a result. The counts from any district that
used the ImageCast machines are suspect due to "the virus" discovered
in Hamilton County, last-minute "reprogramming” by Dominion
workers, and security flaws in the systems themselves. A manual
paper-ballot recount of the vote could resolve computer vote accuracy
questions.

Frank Hoar, an attorney for the Democratic Party, initially ordered the
impound of malfunctioning machines but released the order on Nov. 5th
so that Bill Owens could be sworn in to Congress in time to vote on the
House Health bill on November 7th. Pahler said that once the impound
order was released they opened the locked ballot box and had the ballots
scanned. Pahler also stated that after they were able to get data from the
malfunctioning machines, they did a hand-count of the ballots as well to
ensure that the counts matched. Even though not required to, both
commissioners in St. Lawrence County agreed that the manual count
was necessary due to the malfunctions

The machines themselves are languishing at the St. Lawrence County
Board of Elections until after the election results have been certified to
the state on November 28th, 2009. Pahler indicated that they have not
yet been able to examine the machines to determine why they
malfunctioned. A qualified technician would be able to verify the
presence of a virus in the computers, but, other than the infected
machines, no security precautions were taken to ensure chain of custody
on the remaining computerized voting machines utilized in the 23rd
district.

Doug Hoffman, the Conservative candidate in this election says that he
was forced to concede after having been given erroneous election
results on Nov. 3rd, in particular from Oswego County. Oswego
County's election night results were off by over 1,000 votes. Hoffman
claims that the "chaos" on which Oswego County chairs blame the
errors and "inspectors who read numbers incorrectly when phoning in
results... sounds like a tactic right from the ACORN playbook."

Some County Election officials are stating that the errors, referred to by
Hoffman, are standard election-night chaos and not the result of
conspiracy or tampering. Whether the erroneous results are computer
error, or tampering, significant doubt now exists with regard to the
accuracy of the vote counts from November 3rd.

Hoffman is raising funds for a possible legal challenge to the results and
requesting that the Boards of Election hand-count every vote. On
Tuesday, he "unconceded" the race. In light of the current concerns
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over the accuracy of the machine-counted votes, Hoffman may now
have a legitimate reason to contest the election results.

Of further note, the models of ImageCast machines used in the districts
have a slot through which the paper ballot is deposited into a secure
holding tank underneath the machine after the ballot is scanned by the
machine. The problem is that the slot is readily accessible to the voter
(or poll worker) to stuff manually. 10 voted ballots could be deposited
in the slot for every one voter... and if the electronic count was
compromised, the "paper backup" would be useless.

The ImageCast machines have one more significant and scary flaw:
USB ports. USB ports allow various devices to be attached to a
computer in order to input information, connect a device, add wireless
network capability and so on. Wireless network devices and USB
storage devices can (and are) made small enough to fit into a regular
wristwatch or bracelet.

Through either type of device, software hacks or remote control of the
voting machine could be implemented or a virus introduced. Since
standard count audits are only done on 3% of the machines unless there
is a malfunction, a functional hack or software change could adjust :
election counts with the County or State Boards of Election none the !
wiser.

The paper ballots have not been counted by the County Boards of
Elections except in the 4 districts where the known computer
malfunctions occurred. The remaining districts performed a mandatory
3% spot check of the computer results but have not manually counted
the remainder of the paper ballots and do not intend to.

The paper ballots themselves are another issue of concern to many
voters. Unlike the traditional pull-lever voting machine that tallies its
votes mechanically, the ballots used by the scanning system exist as a
voted ballot after the fact. New York State law currently has no
provision for those ballots to remain in public view to assure voters that
they have not been tampered with.

Privacy concerns exist in many districts as well. State guidelines say
that the voter is supposed to be issued a privacy sleeve to cover the
ballot so that no one may see the voted ballot and thus how a voter
voted. The state also suggests a large booth that allows the voter to fill
out the ballot in privacy but many voters complained that the district
they voted in offered no privacy sleeve and that the area they were
supposed to complete the ballot in was not private.

Erik Dunk, a Jefferson County resident, voted in Henderson, NY. He
said that the process was very nervewracking and that his voted ballot
was not only in plain view after he completed it but that the workers
took the ballot from him and fed it into the ImageCast machine
themselves - removing what little privacy remained in the voting
process and casting even more doubt on the security of the process.

Despite continued assurances from the manufacturer that the system is
unhackable, reliable, easy to use, private, and secure; a stream of
lawsuits, allegations of voter fraud, and machine failures against
Sequoia from other congressional districts continue to contradict their
statements.

The manufacturer of the machines, Dominion/Sequoia Voting Systems
is the same company that Dan Rather accused of causing over 50,000
votes to go uncounted in the 2000 Presidential Election in Florida due to
intentional oversight. Rather's report claimed that Sequoia was well
aware of the issues but proceeded into the election utilizing an inferior
product and told election workers and technicians to "ignore the
problems.

New York election officials are in a corner. While there is significant
evidence of malfunction with the new voting machines that were in use
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in the 23rd District and the accuracy of the recorded votes, the State had
no choice but to use them. A Federal Court order demanded that New
York have the machines in place and use them or be found in violation
of the Help America Vote Act of 2002 which requires that all polling
locations have handicapped-accessible voting machines with a variety
of options available so that anyone may use the machine to vote.

Last Updated on Thursday, 19 November 2009 14:16
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Voting Machines Used Were Not
Certified

Northern NY News

Written by Nathan Barker

GOUVERNEUR, NY - The Dominion ImageCast voting machines
used in this year's Nov. 3rd election, both in the 23rd Congressional

Special Election and in the local elections around the state have not
been certified for use by the State Board of Elections.

Reports of bugs in the programming code, known security flaws,
outright failures, and concerns over the potential for tampering have
not prevented the State from calling the pilot program "very
successful."

In her report on the pilot program to the State Board of
Commissioners, Anne E. Svizzero confirmed problems in Jefferson,
Lewis, Seneca, and Schuyler counties but failed to mention the
failures and freeze-ups that caused the Democratic Party to order
several of the St. Lawrence County machines impounded on election
night. The State Board also has not commented on allegations of a
virus in the machines in Hamilton County or why other counties were
not made aware of the potential for a computer virus to infect the
machines.

The Board of Commissioners is still awaiting a report from the
manufacturer on the failures.

Ms. Svizzero confirmed that, just prior to the election, the source code
that records the votes was altered in machines in at least 10 counties
and that the new code has not been certified by the state.

A spokesman for Dominion maintains that the "virus" reports from
Hamilton County were really a source code "bug" instead, one that
required reprogramming of the source code in the days prior to the
election. Dominion indicates that their technicians "created a
workaround" for some bad code that was causing the machines to
freeze-up in certain types of elections.
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