Rules and Regulations - Part 6209 

Summary of Responses

The State Board of Elections has received, via mail, e-mail and fax, responses to Draft Rules and Regulations - Part 6209 - Voting System Standards, numbering over 2,000.  Four public hearings were conducted throughout the State, wherein 86 speakers provided testimony.  Direct and substantive commentary/criticism of the Rules and Regulations are greatly limited in number.  However, the responses received in this area have assisted the State Board in the ongoing evaluation of and amendment of its Rules and Regulations.  In addition to the consideration given to comments described above, State Board staff also had comments and suggestions, which are reflected in the summaries to follow.   

Policy Considerations prompted by Staff concerns/discussion and consideration of responses submitted

1. 
Can/should a vendor be made to submit Optical scan (precinct counter) paper system if the company has one available, along with their DRE machine for certification, thus giving counties electronic and paper-based voting system solutions?

2.
Should the SBOE be required to pay the vendor for the system our regulations require be left in our custody once certification has been awarded? (this was posed by a vendor) 

3.
Can/should the SBOE prohibit county boards from contracting with system vendor for ballot programming services?   

4.
Should the SBOE require software review/comparison at time fo certification?  Who bears the cost of this procedure?  

5.  
Amend rules to require that once certified, software provided to counties purchasing a system come from the SBOE and not the vendor - concept addresses concerns relating to the potential for inclusion of malicious code in the delivery of a system.

6.
Specify which federal certification - 2002 or 2005 - must be obtained by vendors prior to NY certification

SBOE COMMISSIONERS TO DECIDE: see attached comparison chart

On-point, ‘substantive’ comments: 

1. 
Voter notification of an undervote 


Federal guidelines from 2002 and 2005 require notification be given to voter in instances of over and under-votes.  

AMENDMENT MADE: 6209.2 and 3

2. 
Rescission of Certification - should a voting system fail to fulfill the criteria prescribed by statute subsequent to certification, allow a reasonable time frame for vendor to correct any non-compliant features before withdrawing certification for this type of machine already in use and future sales.


AMENDMENT MADE: 6209.8.A, and B

3. 
Rules and Regulations need to address the need for security of the DREs to maintain the integrity of the vote

EXP: SECURITY REQUIREMENTS ARE A COMPONENT OF CURRENT FEDERAL CERTIFICATION.  Staff discussion recommends the inclusion of ‘05 standards in the area of security, which is being compared by OPS and IT staff, for differences/distinctions

4.
Is there or isn’t there a need to develop a section on VVPAT or do we require federal certification to ‘05 standards, in which same is addressed?  

Discussion ongoing, and is dependent to a certain degree, on the designation of which federal regs stand for federal certification.   

5. 
General clarification of certain sections of the Rules and Regulations

· environmental standards

AMENDED:  reinstated original moisture and dust requirements 

· why systems become property of State Board

EXP: ASSISTS SBOE STAFF IN PERFORMANCE OF TASKS INVOLVING OVERSIGHT, AUDIT OF MAINTENANCE REPORTS, AND IN ASSISTING COUNTY BOARDS  IN PROBLEM RESOLUTION

· who is responsible for routine maintenance testing of equipment

AMENDED: 6209.11.A

· who will re-examine software when a change is made to the software

EXP: SEE 6209.8 - changes reviewed by State Board and its ITA, and/or lab 

· assure vendor that source codes will remain confidential

EXP: SEE: Election Law section 7-208

· clarification needed that a federal standard prohibits testing of equipment during tabulation of votes

AMENDED: section removed

· no testing of factory products

AMENDED: SEE 6209.3.I-1

6.
Revise certain definitions, for more clarity

AMENDED: SEE various definitions 

7.
Better articulate the County as the “purchaser” of the voting equipment

AMENDED: SEE inter alia, section 6209.9.A

8.
Contract section needs more work, specifically with the identification and distinction of statewide requirements and county-board specific requirements

EXP: Current contract requirements are minimum.  County boards are being surveyed for any unique needs they feel should be articulated, and upon consensus, these can be added (add to regs or just to contract data to be collected by OGS in the invitation to bid?)

9.
Expand scope of Functional testing and Performance testing

EXP: Decision to expand testing from existing requirements, if any, will be based upon review of each system submitted to SBOE, in consultation with ITA 

10.
In 6209.3.J.1 - define term ‘standard’

AMENDED: added more familiar acronym: COTS (commercial, off-the-shelf), which is more useful


11.
Better define the term ‘telecommunications’

Staff to define existing language

For SBOE Commissioner consideration: wireless communication is prohibited, and the consensus was that we make clear that no connection to any telecommunication system be permitted during a live election.   Currently, two types of data transmissions which are allowed are for BALLOT DEFINITION (information that describes to a voting system the content and appearance of the ballots to be used in an election) and VOTE TRANSMISSION (transmission of votes cast after the close of polls).

12.
Distinguish initial HAVA-required system procurement from future system purchases

EXP: already articulated; SEE 6209.9.B

13.
Sip & Puff technology

EXP: ALREADY REQUIRED BY STATUTE

14.
Requirement of a voter verifiable paper trail was raised

EXP: ALREADY REQUIRED BY STATUTE

14a.
Requirement that voters actually verify their ballot as cast - VVPAT

EXP: No amendment is anticipated - staff is familiar with informal studies done which indicate that minimal voter verification occurs.  While voters cannot be forced to audit their own vote, they can be encouraged to do so by ensuring that vendors utilize a font size that is sufficiently legible (per 2005 federal guidelines), location of the printed audit tape is convenient, time to print same is not overly burdensome, etc.   

15.
Battery support for power failure - is 15 hours excessive, or not enough?

EXP: AMENDED: SEE 6209.2.A.4 - batteries providing 15 hours of power  will add to cost and weight of equipment.  Centralized boards now have better control over this type of problem and can provide, on an as-needed basis, an additional power source- a much more appropriate response and a more cost-effective one.    

16.  
Concern that simulated tests do not reveal inherent flaws in the system

EXP: simulated tests are not used in system certification, and are only used in two of the four SBOE-required routine maintenance intervals.

17.
Create an evenness in who can withdraw voting system or equipment from use at county level

AMENDED: SEE 6209.11.K

18.
Suggestion that no vendor data be utilized in the system certification process

AMENDED: SEE 6209.6.C.1.A

Contractual arrangements: comments were helpful but do not prompt amendments

1. 
Voting systems to be engineered so they can be upgraded for the inclusion of additional/optional disability access features, upon request  

2. 
Availability of training by the vendor, beyond basic requirements  

3. 
Availability of vendor support, beyond basic requirements

4. 
Delivery time frames: cannot be established in regulations as the State Board cannot control time required by vendors for manufacturing systems

Comments on System Capabilities: comments were helpful but reflect personal preferences which may not be universally advantageous, and therefore do not prompt amendments.  We can and will however, share these comments with vendors, for their consideration

1. 
Braille keyboards

2. 
Voter able to alternate full-face to ATM style ballot

3. 
Voter can change font size

4. 
Ability to adjust color

5. 
Blink-control devices

6. 
Human voice or synthesized voice / speed adjustment for voice

7. 
Ballot marking devices for voters with visual, hearing, cognitive, dexterity and reach disabilities

8. 
Tactile discernable controls with lighter pressure switches

General ‘preference’ or general commentary is summarized as follows:

· A number of comments reflected the writer’s preference for paper-based voting systems (optically-scanned,  precinct-based ballot counters), and their dissatisfaction with DRE voting systems.

· There were over 300 letters which reflected the opinion that the Draft Rules and Regulations fail to adequately meet the needs of people with disabilities.  Disability issues are already addressed in statute.  

· A small group expressed dissatisfaction with the State Board’s “premature testing” of the Liberty Voting System.

· A very small group of responses reflected comments on New York’s full-face ballot requirement, suggesting  in that “full-face” may not mean all offices presented in a single “full-face” layout or presentation.  

· A very small group would like to keep the lever machines.

· There were comments by those with a computer background who stress that there is no way to prove that votes are secure on DREs because these machines can be “hacked into.”

· A few responses reflected comments about the State Board of Elections’ accountability to the voters of New York State, and ‘not voting machine vendors’, and that the State Board ‘needs to protect the interests and the votes of the citizenry’ above all else.
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