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DRE Technical Security Assessment Part One: Executive Summary

PART ONE: EXECUTIVE SUMMARY

Introduction

The Ohio Secretary of State (SOS) hired Compuware Corporation to conduct an extensive security
assessment and validation of the Direct Recording Electronic (DRE) voting machines from four vendors
who were qualified by the SOS to help upgrade the state’s voting systems as required by the Help
America Vote Act of 2002 (HAVA):

e AccuVote-TS from Diebold Election Systems

e iVotronic from Election Systems and Software (ES&S)
e  eSlate 3000 from Hart InterCivic

e AVC Edge from Sequoia Voting Systems

In order to ensure the integrity of this assessment, the SOS and Compuware set up a secure, real-world
testing environment at the State of Ohio Computer Center (SOCC). Compuware obtained the hardware
and software to be tested from each vendor, and set up the equipment in a secure, locked room at the
SOCC facility. The assessment team then used this hardware and software to conduct hands-on testing
and evaluations.

In this technical security assessment, Compuware tested the following hardware and software from each
vendor.

Diebold Election Systems e AccuVote-TS R6, Global Election Management
Firmware version 4.3.15 System (GEMS) version 1.18.18

e Voter Card Encoder version
1.14

Election Systems and Software iVotronic version 7.4.5.0

(ES&S)

Hart InterCivic

Unity Election System (UES)
software version 2.2

e Judge’s Booth Controller (JBC)
version 1.16

eSlate 3000 version 2.1 .

BOSS Election Management
Software version 2.9.04

e TALLY software version 2.9.08
e SERVO software version 1.0.2

Sequoia Voting Systems

e AVC Edge version 4.1. D

e (Card Activator version 4.2

e WinEDS Election Management
Software version 2.6

Continued on the next page

Prepared by Compuware Corporation

Page 1 of 246
* Confidential *

Document Control Number v01 11/21/2003




DRE Technical Security Assessment Part One: Executive Summary

Introduction (continued)

Compuware conducted a technical review and test of the source code, operating systems, and hardware
platforms of the DRE’s. This report details the steps used to assess the DRE’s and presents the findings
of the technical assessment, including an evaluation of the risks and vulnerabilities that were discovered.
The report identifies:

Requirements tested

Test scenarios used

Test results

Risks identified

Likelihood and impact of identified risks
Risk mitigation strategies
Recommendations

In addition to Compuware’s focus on technical assessment, independent consulting firms InfoSENTRY
and RJV Consulting are participating in the security assessment. Their roles are listed below.

InfoSENTRY is conducting an evaluation of the administrative policies and procedures utilized
by the voting system vendors to ensure that security is built in and maintained in their voting
systems, and evaluating the state’s administrative processes; and will provide a deliverable that
summarizes both InfoSENTRY’s findings and Compuware’s findings, and will include
recommendations for going forward.

RJV Consulting is serving in an advisory capacity, including report review and identification of
issues that may need addressed in the procurement contract process.

Continued on the next page
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DRE Technical Security Assessment Part One: Executive Summary

Introduction (continued)

The following diagram shows the division of responsibilities for the overall security assessment.

Security Assessment Overview

~ Technical A nent — Administrative Assessment
Compuware INfoSENTRY
Evaluate Evaluate
Define Define Create Test Vendor's Vendor's
Environment I::> Requirements I::> Scenarios Administrative I::> Administrative
Policies Procedures

<~ <~

Review & Provide

Conduct Platform Conduct Physical Conduct Software Input to DRE Exz:_l;?rt]gtsr;?itvees
Evaluation Testing Evaluation Technical Security

Processes
Assessment Report

< <

. . Develop DRE Prepare Final Findings &
Identify Potential A . q
Risks Technical Security Recommendation for
Assessment Report Going Forward
A nent Advising
RJV Consulting
Review DRE R d
Technical Security |::> ?ﬁ;mein
Assessment Report 9

<

Based on Overall Findings
Report, Make Procurement
Recommendations

Figure 1 — Security Assessment Overview
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DRE Technical Security Assessment Part One: Executive Summary

Work in Scope

The scope of this effort was to provide a Security Assessment for the following DRE voting machines:

e AccuVote-TS from Diebold Election Systems

e iVotronic from Election Systems and Software (ES&S)
e eSlate 3000 from Hart InterCivic

e AVC Edge from Sequoia Voting Systems

In each case, the scope is limited to the various hardware and software components of the DRE plus any
data input or output streams which service the DRE. For example, we investigated the transfer of the
ballot definition data from the respective election management software programs to the DRE, but we did
not investigate the election management application itself.

The assessment was conducted on the hardware and software versions currently approved by the Ohio
Board of Voting Machine Examiners for use in Ohio. Although some of the vendors have more recent
versions that they have or will be submitting for approval, these more recent products were not evaluated
because they are currently not certified for use in the State of Ohio.

Continued on the next page
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DRE Technical Security Assessment Part One: Executive Summary

Work in Scope (continued)

Compuware tested the following hardware and software in this technical security assessment:

Diebold Election Systems e AccuVote-TS R6, Global Election Management
Firmware version 4.3.15 System (GEMS) version 1.18.18
e Voter Card Encoder version
1.14
Election Systems and Software iVotronic version 7.4.5.0 Unity Election System (UES)
(ES&S) software version 2.2
Hart InterCivic e cSlate 3000 version 2.1 e BOSS Election Management
e Judge’s Booth Controller (JBC) Software version 2.9.04
version 1.16 e TALLY software version 2.9.08
e SERVO software version 1.0.2
Sequoia Voting Systems e AVC Edge version 4.1. D e  WinEDS Election Management
e Card Activator version 4.2 Software version 2.6

The following tasks were within the scope of Compuware’s assessment.

e Defined environment of DRE — Identified the components of the DRE and all data streams that
service the DRE.

e Defined requirements of DRE — Identified and documented the requirements that DRE’s must
meet to operate in a secure environment.

e Created test scenarios — For each specific DRE, wrote test scenarios designed to reveal whether
the security requirements above were met by the DRE.

e Conducted platform review of DRE — Reviewed the hardware, design documentation, and other
vendor information to determine potential security risk areas. Use of removable media, network
ports, access controls, and input devices were evaluated.

e Conducted software code review of DRE — Reviewed the software, design documentation, and
other vendor information to determine potential security risk areas. Use of encryption,
checksums, and passwords were evaluated. Code was also reviewed for existence of software
engineering discipline.

e Conducted physical testing of DRE — Test scenarios were executed and results captured.

e Identified and evaluated potential risks of DRE — Based on the results of the code review,
platform review, and physical testing, a list of risks was documented and evaluated for likelihood
and severity.

e Identified mitigating strategies — The assessment team recommended solutions that are intended
to mitigate or eliminate the risks identified. The goal of the recommended risk mitigation
strategies was to reduce the level of risk to the electronic voting system and its data to an
acceptable level.
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DRE Technical Security Assessment Part One: Executive Summary

Methodology and Approach

This assessment was performed based on the methodology documented in National Institute of Standards
and Technology (NIST) SP 800-30, Risk Management Guide for Information Technology Systems.

The diagram below illustrates the methodology used. (Refer to Attachment A of this document for a
detailed explanation of the methodology.)

Plan

Technical Assessment Methodology

Analyze

Step 1.
Characterize

System

Step 2. Perform Step 3. Perform
|::> Threat |::> Vulnerability |::> ngr?t‘::l'é ';i';f";‘s
Identification Identification Y

<

Rate Threats/Impacts/Risks

Step 7. Step 5.
Determine Level <:| EStep 6t‘ APerflorm <:| Determine Threat
of Risk mpact Analysis Likelihood

<

Make Recommendations

Step 8. Develop Step 9.
Risk Mitigation Document

Strategies Results

Figure 2 — Technical Assessment Methodology
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DRE Technical Security Assessment Part One: Executive Summary

Platform Review

This section describes the approach that was followed in the Platform Review portion of the technical
security assessment.

1. Analyzed and Documented

The security assessment began by making an analysis of the components that comprise the system.
Detailed information was collected through study, analysis, product literature, Question and Answer
sessions with vendors, and hands-on observations of the product.
a. Characterized the system through study and analysis of all the physical and logical
components of each system.
b. Performed reviews, demonstrations, and Question and Answer sessions with vendors.
c. Documented details and initial findings.

2. Identified and Scheduled Tasks

Plans were defined and tasks were scheduled to identify potential risks in the system.

a. Reviewed details and findings, then mapped out a task trail or procedural methodology based
on specification details.
b. Assigned tasks in a project plan.

3. Performed Scans of Hardware and Network Components

Implementing the assigned tasks was specific to each vendor’s product or system. Scans were conducted
on only one system at a time. Scan implementation proceeded in a logical manner that was defined by the
make-up of the system.

Defined a scan policy for each target or system.

Performed or estimated site reconnaissance analysis.

Performed threat identification.

Performed vulnerability scans and identification.

Performed network scans and identification.

Performed exploitation analysis.

Documented findings and impact analysis.

Performed cryptographic analysis.

4. Rated Threats/Impacts/Risks

FRmo a0 op

Compiled and assimilated the collected information. Conducted reviews and performed analysis.
Documented initial findings and determined threat likelihood, levels of risk, and impact analysis.
a. Analyzed security loopholes.
b. Determined the threat likelihood.
c. Performed impact analysis.
d. Determined level of risk.

5. Made Recommendations and Suggestions

Compiled and documented overall results and findings. Developed risk mitigation strategies. Submitted
recommendations and suggestions.

a. Documented results.

b. Developed risk mitigation strategies.

c. Made suggestions and recommendations.

d. Submitted reports.

Prepared by Compuware Corporation Page 7 of 246 Document Control Number vO1 11/21/2003
* Confidential *



DRE Technical Security Assessment Part One: Executive Summary

Methodology and Approach (continued)

Code Review

This section describes the approach that was followed to perform the Code Review portion of the
technical security assessment.

1. Reviewed for Standard Programming Practices

The vendor-supplied source code was visually reviewed to make sure it followed industry standard
programming practices. The review checked to see if a consistent pattern was followed in having
descriptive code comments, and if consistent and self-describing naming conventions were used for
variables, modules, and constants. The code should have been broken into separate modules or
classes and each module should have had functions that perform specific tasks to make it readable
and easy to follow.

2. Reviewed Security Features and Error-Handling Logic

The code should have also implemented security features such as password protection for critical
pieces of the vendor software. A review was done to see if industry standard encryption techniques
were employed to protect critical data (ballot information, vote record and audit trail) in voting
systems and while transferring them across a network to other software systems. The code was also
reviewed to see if proper error handling logic had been added consistently throughout the code so that
the systems were stable in the event of an error and sufficient information on the state of the system
was recorded for future debugging purposes. Code was checked to see if the vote data was stored in
multiple locations so that information could be recovered in case of a system disaster. The review also
focused on whether industry standard checks had been implemented in the code to make sure the data
was not corrupted.

3. Reviewed Database and Third Party Code/Security

The data model and any database code supplied were also reviewed to see if referential integrity of
the database was maintained, and to assess the security levels implemented for database access at the
application level. Attention was paid to any third party components used in the applications, as their
use requires strict guidelines, security standards and version control. All third party code supplied by
the vendors was reviewed to make sure it did not have code providing additional functionality other
than what was needed and that it adhered to the security standard of the application.

4. Reviewed Documentation

The scope of the code review included reviewing the documentation associated with the applications.
The requirements documents, system and code design documents, and technical code documents were
reviewed to analyze the relationship between code modules and functional requirements of the
application. For example, requirements should have been closely tied to modules for easier code
management; changes in requirements should have been easily pointed to specific code modules that
required modifications.

Note: Given the short time frame of the project, it was not possible to review every single line of code in
all of the applications. Review of the code was done using a sampling of code files from these
applications. Analysis from the sampling of code files was extrapolated to the overall architecture of the
applications.
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DRE Technical Security Assessment Part One: Executive Summary

DRE System Interfaces and Tasks

The following diagram provides a graphical overview of the connections to the DRE. The diagram shows
the input/output connections between the DRE and external entities such as the BOE’s and voters. The
context diagram helps to define the scope of the voting system and the related voting processes and
becomes the top level of the analysis hierarchy.

DRE System Interfaces
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Figure 3 — DRE System Interfaces

Continued on the next page
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DRE Technical Security Assessment

Part One: Executive Summary

DRE System Interfaces and Tasks (continued)

Following is an explanation of the tasks related to the DRE system interfaces.

Inputs

Outputs

Board of Elections

on a computer at the Board of Elections (BOE).

e The BOE uses the EMS to create the ballot
definition that is loaded to the DRE.

e Election Management Software (EMS) is installed

e  Workers at the BOE enter data into the DRE to
perform the logic and accuracy testing (LAT).

e Ifthere is a problem, the BOE troubleshoots the
problem and determines if county workers can

solve the problem or if the vendor needs to be
called.

Workers at the board verify the results that were entered
in the LAT.

Vendor

called in to repair the unit. If the unit is repaired, it
must successfully go through the LAT tests before it
may be used in an election.

If there is a problem with the LAT, the vendor may be

Poll Workers

e Poll workers set up the booth.
e Poll workers open the DRE for voting.
e Poll workers authorize the voter to vote.

Poll workers print a zero tape from the DRE to ensure
there are no pre-existing votes recorded on the unit.

Voter

Voter takes the authorization to vote to the DRE and
votes the ballot. The DRE prevents the voter from
overvoting, notifies of undervoting, and presents the
ballot choices for review as appropriate.

Poll Workers

Poll workers print result tapes from the DRE.
Poll workers post one result tape at the precinct.

Poll workers remove the media and send the media
and a copy of the result tape to the BOE.

Board of Elections

The BOE places the media from the DRE into a
media reader, and the EMS tally software counts the
votes.

The BOE prints and releases the results.
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DRE Technical Security Assessment

Part One: Executive Summary

Work Flow/Process Model

The following diagram provides a graphical overview of the work flow associated with the DRE system
interfaces, and represents the next level down from the Context Diagram. This diagram displays the flow
of data through the DRE system interfaces in a generic manner. (Refer to each detailed vendor chapter
for the process model specific to that vendor.)
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DRE Technical Security Assessment

Part One: Executive Summary

Work Flow/Process Model (continued)

Following is an explanation of the work flow associated with the DRE system interfaces.

Board of Election